Cyber Claims Examples
Technology Professional Services

Security & Privacy Liability

An IT company that provides ATM processing services
moved its data backup to an outside data storage facility.

A retailer’s marketing strategy included emailing
promotions to clients. The insured intended to attach a
copy of a flyer detailing a promotion but instead attached
a spreadsheet that contained a list of customer names,
addresses and credit card information.

During the process, an employee of the insured made an
error which resulted in individuals being allowed to
withdraw money from ATMs regardless of their bank
balances. The entity that owned the ATMs sued the insured
to recover the losses.
The employee error constituted a negligent act, error or
omission in the performance of technology professional
services, and the policy provided legal costs and
indemnification for the insured. Approximately $250,000
was paid out in damages and $20,000 in legal fees.

Multimedia
A financial services company started a blog to convey
information to clients and the public. The blog contained
a logo/image that was similar to a design that had been
copyrighted by another entity.
That entity sent a cease & desist letter to the insured
demanding that the insured remove the image from
the blog. Discussions between the parties failed to
reach a mutually satisfactory result and civil proceedings
commenced.
Coverage is available for breach of copyright under the
Multimedia Insuring Clause. The plaintiff has demanded
in excess of $5 million in damages. Legal defence costs
(including fees paid to copyright experts) incurred were
$1.23 million and a settlement sum of $2m was paid.

Lawyers advised the retailer to notify all affected customers
and offered credit monitoring support. All costs incurred
in the provision of this service were covered under the
Customer Support and Reputational Expenses section of
the policy.
Several of the affected individuals brought civil proceedings
against the retailer. Furthermore, cover for legal costs and
indemnification were provided under the Security and
Privacy Liability. Customer notification and credit monitoring
costs were $150,000 and legal fees and settlements made
totalled $250,000.

Data Recovery & Business Income Loss
A leading provider of managed services including IT platform
hosting and infrastructure and support services suffered a
sophisticated electronic security breach. The company had
an extensive mainframe platform with partitions configured
to customer requirements.
A hacker employed malicious software tools and used
masking techniques on the company’s mainframe,
concealing their IP address to gain unauthorized access to
the network.
The security breach cost over $1m to resolve including
$600,000 covered under the Data Recovery and Business
Income Loss section of the policy.
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Customer Support & Reputational Expenses

Privacy Regulatory Defence & Penalties

A real estate company discovered malicious software
had been uploaded to its servers by an unidentified third
party which resulted in corrupted files. Files containing
personal information including credit card information
had been accessed. Subsequent to the data breach,
fraudulent charges were made on various credit cards in
multiple countries.

A healthcare provider misplaced multiple storage devices
which contained sensitive information for over one million
patients. The provider could not determine whether the
devices were lost, stolen or destroyed. Lawyers advised
the company to notify the affected individuals and assisted
the company to address a regulatory investigation into
the incident which saw the company ﬁned for failing to
adequately protect the information.

Lawyers advised the company to notify all affected
individuals. As a result of the fraudulent credit card
transactions, the company offered affected individuals
credit monitoring services. These expenses were covered
under the Customer Support and Reputational Expenses
section of the insurance policy. The company also wanted
to manage reputational repercussions due to the breach
and employed a public relations expert. The fees for the
public relations consultant were covered under Crisis
Management Costs.

Cover under this section allowed for the payment of legal
fees incurred by the company in connection with responding
to the investigation. It also provided coverage for a $75,000
fine. Legal costs were covered and totalled just over $1
million including costs incurred in defending claims brought
by affected individuals, costs associated with regulator
enquiries, and for miscellaneous notification related work.
This type of breach triggers multiple insuring agreements,
and overall costs were $5,000,000.

The breach resulted in IT forensic investigation fees of
approximately $250,000. Other expenses covered by
the insurance policy included the cost of identifying and
notifying affected individuals, setting up and staffing
a call center to respond to enquiries. Additionally,
$150,000 was paid in legal fees to determine reporting
requirements and respond to regulatory authorities.
Approximately $29,000 was spent on data restoration
costs and remediation of IT vulnerabilities and business
income loss of $250,000 was paid.

Coverage for these claims is not to be inferred from
this list but must always be determined in reference
to a particular insurance policy, which is in place, as
well as the facts and circumstances of each claim and
applicable law.

Data Extortion
A small health clinic discovered that an unauthorised third
party had gained remote access to a server that contained
electronic medical records. The third party posted a message
on the network stating that the information on the server
had been encrypted and could only be accessed with a
password that would be supplied if the insured made a
“ransom” payment.
The insured contacted law enforcement and working with
law enforcement, determined that the payment ($2,500)
should be made. The payment constituted cyber extortion
monies under the policy. Furthermore loss of business income
amounted to $65,000 and IT forensic costs of $5,000 were
paid in accordance with the coverage provided by other
sections of the policy.
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